Effective Date: 1 April 2015
To read this in Bahasa Malaysia, please click here.
WORLD EXPERIENCE PROGRAM; WORLD ELITE PRIVILEGED ACCESS PROGRAM AND MASTERCARD
TRAVEL SERVICES PROGRAM- PRIVACY POLICY
MasterCard respects your privacy. This Privacy Policy describes how we process personal data, the
types of personal data we collect, for what purposes we use that personal data, with whom we share
it, and the choices you can make about our use of the personal data. We also describe the measures
we take to protect the security of the personal data and how you can contact us about our privacy
practices.
MasterCard Asia/Pacific Pte Ltd (“MasterCard”) is the entity responsible for the processing of your
personal data in the context of the World Experience Program, World Elite Privileged Access
Program and MasterCard Travel Services Program (“Program”). Your visit to
http://worldcard.mastercard.com, http://worldelite.mastercard.com and
http://mastercard.com/halal (the “Site”) and participation in the Program is subject to this Privacy
Policy and to our Terms of Use.
This Privacy Policy applies to the personal data collected via the Program only. It does not cover the
collection and use of your personal data on any MasterCard branded websites or by your
MasterCard Card issuers (e.g., your bank), or any other information or communications that may
reference to MasterCard outside the program (e.g., communications from banks, card issuers). For
more information about MasterCard’s privacy practices outside the scope of the Program, please
visit our Global Privacy Policy at www.mastercard.com.
Children and minors (under the age of 18) are not eligible to register in the Program.
Click on one of the links below to jump to the listed section:
1. Personal Data We Collect and How We Use it
1.1 Personal Data You Provide Us Directly
1.2 Personal Data We Collect Automatically
2. Your Rights and Choices
3. Information We Share
4. Data Transfers
5. Links to Other Websites
6. Data Security
7. Update to this Privacy Policy
8. How to Contact Us
1. Personal Data We Collect and How We Use it
We collect personal data in the context of the Program. By personal data we mean “any information
relating to an identified or identifiable natural person.” The personal data we process is either
provided directly by you or collected automatically.
1.1 Personal Data You Provide to Us Directly
The personal data you provide to us directly are processed and used only for the purposes described
in this Privacy Policy. The personal data that you provide in the context of the Program are never
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obligatory, unless marked otherwise for the purpose of providing you with our services. If you
choose not to give some data, this may affect the way you navigate on the Site or the services that
we can offer you. Please find below information on how you may provide this data, the types of
data you may submit, and how we may use the data.
Online Enquiries / Booking Form: You may wish to submit a request for an offer or experience
through our online enquiry and booking form. We will be collecting your personal data such as your
name, email address, contact number, the first six digits of your payment card, name of issuer and
country in order to review and process your request, contact you regarding your request, and
fulfilling your request.
Marketing Communications and Offers: You may wish to be contacted by MasterCard and to receive
marketing communications via email so that we can let you know when related offers and
opportunities become available.
In order to send you these marketing communications, we use your personal data such as your
name, email address, contact number, the first six digits of your payment card, name of issuer and
country. You can, at any time and free of charge, choose not to receive any notifications by utilizing
the unsubscribe functionality within the e-mail sent to you, or by contacting us as indicated below.
You may also opt-out of receiving marketing emails from MasterCard by clicking here.
Customer Service: If you contact us through our customer call number or our email address, you may
be required to provide personal information (such as name, email address, contact number, the first
six digits of your payment card, name of issuer, country and the offer or experience which you are
interested in) to allow us to contact you to resolve your enquiries and to allow us to assist you with
enquiries and provide customer service. Your call to us may also be recorded for monitoring, quality
and training purposes.
1. 2. Personal Data We Collect Automatically
We may collect certain information by automated means (e.g., cookies, log-file, web beacons) when
you participate in the Program. The data collected automatically are processed in order to improve
the Program, perform data analyses to assess the use of the Program and any interaction with other
sites (e.g. social media sites), and to provide you with the best information and services. The
information we collect in this way tells us, for example, how many users visited our website and the
pages accessed, whether you have visited us before or if you are a new visitor, and helps us to
identify features in which you may have the greatest interest. This information also allows us to
make improvements and to enhance your experience.
Log files and IP addresses: Log files are web server files (containing information such as the domain
name or IP address, URL, the http response code, the website from where you visit us or the date
and duration of your visit) that are automatically created when an Internet user visits a site. An IP
address is a unique identifier that certain electronic devices use to identify and communicate with
each other on the Internet. When you visit the Site, we may collect the IP address of the device you
use to connect to the Internet. For example, when you request a page from the Site, our servers log
your IP address. In combination with other data, this information helps us to learn what pages are
most attractive to our visitors, which of our products most interest our customers, and what types of
offers our customers like to see. In addition, log files help us to detect disruptions to
telecommunication equipment and to detect abuse of our services.
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Cookies, web beacons and tracking links: To improve your experience and the Program, we may also
use cookies, web beacons and tracking links in the context of the Program.
2. Your Rights and Choices
You have the right to receive information about the data stored about you and to access your
personal data by using the contact information provided in the “How to Contact Us” section below.
You may also request at any time that your personal data be rectified, blocked or deleted if it is
incorrect, inaccurate or outdated. Following any data request for access, rectification or deletion,
we will accommodate your enquiry as required by applicable law. At any time, you may object on
reasonable grounds relating to your particular situation to the processing of your personal data by
MasterCard, except when otherwise provided by the applicable law.
You can at any time, and free of charge, choose not to receive marketing e-mails from us by using
the opt-out option provided in each electronic marketing communication or by using the contact
details provided in the “How to Contact Us” section below. You may also opt-out of receiving
marketing emails from MasterCard by clicking here.
You may elect not to have a unique cookie identification number assigned to your computer to avoid
aggregation and analysis of data collected on the Site. If you would like to opt out, click here. Most
browsers will tell you how to stop accepting new cookies, how to be notified when you receive a
new cookie and how to disable existing cookies. Please note, however, that without cookies you may
not be able to take full advantage of all our website features.
3. Information We Share
We do not disclose personal data collected in the context of Program, except as described here.
We may share your personal data with our headquarter and affiliates, including MasterCard
International Inc. We may also share your personal data provided with service providers we have
retained to perform services on our behalf and in relation to the purposes described in this Privacy
Policy. Examples include our operating platform provider, email service provider and customer
service or call centre providers. When we use third party service providers, we take all necessary
steps to ensure a high level of data protection. We require them to only process the data in
accordance with our instructions and to ensure the security of the data. These service providers are
not authorized by us to use or disclose the information, except as necessary to perform services on
our behalf or to comply with legal requirements.
In addition, we may disclose personal data about you (i) if we are required to do so by law or
pursuant to legal process, (ii) in response to a request from a court, law enforcement authorities or
government officials, or (iii) when we believe disclosure is necessary or appropriate to prevent
physical harm or financial loss or in connection with an investigation of suspected or actual criminal
activity.
We reserve the right to transfer any data we have about you in the event we sell or transfer all or a
portion of our business or assets. Should such a sale or transfer occur, we will endeavor to use
reasonable efforts to seek that the transferee uses the personal data you have provided through the
Program in a manner consistent with this Privacy Policy.
4. Data Transfers
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The transfer of personal data outside of your country may be subject to restrictions. If we transfer
personal data outside of your country, we take all the necessary steps to ensure compliance with
applicable data protection law, in particular, the legal requirements on adequate protection for data
transfers to countries outside of your country.
In the context of this program, MasterCard may transfer, process and store your personal data in a
centralized database located at MasterCard International Inc - MasterCard’s headquarters located in
the U. S, and in a database in Singapore. MasterCard International Inc is certified under the EU-U.S.
Safe Harbor privacy framework as set forth by the U. S. Department of Commerce, and the
European Commission to provide adequate protection to your personal data. Please visit
www.MasterCard.com or click here to view our Safe Harbor Privacy Policy.
5. Links to Other Websites
On the Site, we provide links to other websites for your convenience. In particular, the Program will
contain links to merchants whose offers you may be interested in. These sites operate
independently from the Program and are not under our control. These sites may have their own
privacy policies in place, which we strongly suggest you review when you visit them. We are not
responsible for the content of these sites, any products or services that may be offered through
these sites, the data processing activities that are conducted via those sites, or any other use of
these sites.
6. Data Security
We maintain appropriate administrative, technical and physical safeguards to protect personal data
against accidental or unlawful destruction, accidental loss, unauthorized alteration, unauthorized
disclosure or access, misuse, and any other unlawful form of processing of the personal data in our
possession.
When you provide personal data online, we use the industry standard for encryption on the Internet
– Secure Socket Layer (SSL) technology – to help protect the information that you provide. This
Internet encryption standard scrambles data as it travels from your device to our server. You will
know that you are in a secure area of the Site when a lock icon appears on your screen that the
“http” prefix of our URL address changes to “https. ” The “s” represents “secure”.
Please note however that no collection or data transmission can be guaranteed to be 100% secure.
Therefore, while we strive to protect your personal data, we cannot guarantee or warrant the
security of any data transmission.
We will never ask you for your password in any unsolicited communication (including unsolicited
correspondence, such as letters, phone calls or e-mail messages). If you believe your user name and
password have been compromised, please contact us by following the instructions provided in the
section "How to Contact Us" below.
7. Update to this Privacy Policy
This Privacy Policy may be updated periodically and without prior notice to you to reflect changes in
our personal information practices. We will post a prominent notice on our websites to notify you of
any significant changes to our Privacy Policy and indicate at the top of the policy when it was most
recently updated.
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8. How to Contact Us
If you would like to (i) obtain more information on how we process your personal data or to access
your personal data; (ii) rectify, block or delete any personal data relating to you; (iii) withdraw your
consent given for certain types of data processing; (iv) remove your e-mail address from our mailing
lists; or (v) if you have any questions, complaints, comments or concerns about our privacy practices,
please contact us by clicking here, or addressing your mail to:
Privacy & Data Usage Officer
MasterCard Asia/Pacific Pte Ltd
152 Beach Road #35-00
The Gateway East
Singapore 189721
We will look into your enquiry, request or complaint, and respond to you in accordance with local
law requirements. For all other enquiries about your MasterCard card and your purchase, you must
contact your issuing bank or the participating merchant. More information about how to contact
them can be found on their respective websites.
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